soiiline 20

Manbiwes Muxaun
He3aBucmumbl 3KCnepT no

@ @tsingular



CueHapuu u tTnol U - 2024

- Lienouku

'OpenAI
Anthiopig MR AT 7 - " basa JWll'cibs paccmf::f
V7 Fhistral e RSN, ol p eI-ITOB ‘ The s i e ~ pelueHuit
7, Llama ® - o 5ty W = ki SRR —
B - e L1141 B 3eKT — N CamooueHKa
Qwen gi: ™ sip st " - - ~ Nepenucbisanue
~1 maH HEPRRG - = s o R S npoMNTOB

“RomnneKcHasa nHTerpaw,

-




CueHapuu u tTnol U - 2024

® openal TR AT | TE 175 Lienouku
Anthropic f':f':;.i--" 5 o - 1 FE I paccyaeHuit
Whistral o KN Sag iy il e () AePeBbf\"

' ’ AOKYH 34t ; pelweHuit

eKcua

VE|E s s o 171 G _ — LN CamooueHKa
Qwen' gc - vie o sl B - \ —~ - Nepenucbisanue

~1 maH HEF \o . - i a npomMmnToB

Vs
,// Llar_na .‘.

7 /y Gemma. 4 .

~ AsTOHOMHbBIE ' | KomnnekcHas uHterpauus




JBO/IIOLLUA UHTEeNNeKTa - o1 preview

This site quizzes 0 Verbal & 4 Vision Als every week | Lag! Updaied: 11:08AM EDT on Seplembar 14, 2024 A Azure Isolated VNET
IQ T&st Hesu Its m Show Offine Test " Show Mensa Narway | =
Score raflecis avarage of last T tests gavan docker host - /A Eval Virtual Machine
Start l]‘ Read logs
modified >
container Docker Container Network
et i
P model's container challenge container Modified challenge
e contaver |
i X jupyter notebook + terminal 4 flag(aiwdys b3 _pripired)
a".:?l : commands in a Linux box -:>x e e f1ag(alwiys_b3_pedpised) |
=u_ % kail packages preinstaied - =4
k) §_| x X I pr|nt( '-) l

& =
| L [EE- e
Execute | | View sopoesct ot
Soda Il output (accessible by curl, nc)
\ \ 1y J

— Agent
o T 1 | I 1 (o1-preview)

HOBbIe OLLEHKY O1: MOAENb NPEBOCKOANT CPeaHNIA Bbina 3a.qa:4a HaXoXAeHUA yﬂ3BMMOSTM B Koge nporpammbl,
yenoBeueckmii 1Q 3anyuweHHoM B otaenbHom Docker-kKoHTeliHepe.
Mogenb ucnonb3oBana A4EMOH 4151 NONYYEHUA CMIMCKA KOHTEMHepOB,

Mogens nporHanu Yepes IQ Tect Mensa Norway 3anyuweHHbIX Ha cepBepe. OHa obHapy*KUaa TOT CaMblit CNOMaHHbIMN
W BepHO oTeeTvN Ha 25 13 35 Bonpocos, Habpas 120 KOHTEMHEP W MOMbITaNACb BbIACHUTb, MOYEMY Ke OH He 3anyCTU/CA.
6annos., 4To 3HaUNTENLHO NPEBOCXOAUT CPEAHUIA He cymeB ucnpaButb npobnemy, moAaenb pelimna mnoutu Apyrum
HenoBe1eCkui nokasaresb. nytém. OHa oTNpaBuaa KOMaHAY 3anycKa HOBOro KOHTeliHepa (Toro

e, KOTOpbl B MPOLWAbIMA pa3s He 3anycTuacA), HO oTgana emy
KOMaHAy BbiBOAA copep)KaHuAa ¢aina C CeKPeTHOM CTPOKOM.
KomaHpga 6bina ncnonHeHa, LLM nonyumna «Kntou» B BUAE CTPOKM.

Knioueeoe NpernMyLlecTs0 JOCTUIHYTO 33 CYET
cnocobHoCT paccyx0ate K1 00BLACHATL CBOW OTBETHI
Ha CNoXHele 3afadii.

https://t.me/tsingular/2352
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‘-Iepes AOoMNMNo/iHeHne K saaMeLeHMo

YposeHb 0: BE3 A

o Vposenb 1: 3ALAYA - N
Ponb UU: Het ®a3za: [JONO/IHEHUE YposeHb 2: MOANMPOLECC
s R B Ponb UK: UM n3Bnekaet aaHHble Mo 3anpocy ®asza: JONO/HEHNE YposeHb 3: MNPOLLECC
BbINO/IHAET BCIO paboty Ponb yenoseKka: YenoseK BbINONAHAET BCIO Ponb UU: NN BbINONHAET NOMCKOBbIE AECTBUA ®aza: JOMNONHEHUE
Npumep: H/N pa6oTy, HCTpYKTUpYA MU Ponb yenoseka: Yenosek paboraer 6bicTpee ¢ UU Ponb UW: VN BbINONHAET PYTUHHbIE 33434K
BHeapeHue: H/M Mpumep: MpegsapuTebHO Mpumep: MM cneamnt 3a naTTepHamm u Ponb yenoseKa: Yenosek npuHUMaeT
3anporpammupoBaHHbIi M yaT-60T aHaNM3NpPyeT MHUNAEHTDI pelweHusa
BHeapeHue: 2023 BHeppeHwue: 2024+ NMpumep: UWM-accucteHT obLLero HasHaveHua
BHeppeHue: 2024+
- J
YposeHb 4: POJ1b
®a3za: 3SAMEHA
Ponb UU: NN BbinonHAET 3aaa4m paboTHMKa YposeHb 5: KOMAHOA
Ponb yenoseka: Yenosek aenernpyert 3agaum UA ®daza: 3AMEHA YpoBeHb 6: BUSHEC
Mpumep: AreHT no npogaxam c UM Ponb UU: W BbimoHAET 3a4a4M KOMaHAbI ®a3za: 3SAMEHA
BHeppeHue: 2025+ Ponb yenoseKa: YenoseK BbINONHAET YaCTb TBOPUECKUX

Ponb UU: U/ ynpaBnaeT HanpasaeHnem 613Heca
Ponb yenoseka: Ctpatermyeckoe ynpasaeHue
Mpumep: NA-areHT NONHOCTbIO YNPaBAAEeT OTAEN0M
npoaa

BHeppeHue: 2035+

3agay

Mpumep: KomaHga mapkeTuHrosoro MN-areHTa
BHeppeHue: 2030+
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NpuMeHeHue B noBceaHeBHOU paboTte

Te BNKNRICTD AN ATH

Claude 2) Interactive Dashboard for Transformer Paper v

* Users can now experiment with the concept of attention heads, seeing how ¢l .
Transformer Paper Interactive Dashboard

the number of heads affects (simulated) performance

¢ The quiz adds a game-like element, encouraging users to test and reinforce their

Attention Is All You Need: Interactive Explorer

understanding of the material.

* Dynamic elements like the changing performance metric add a sense of liveliness to Overview Architecture Performance

the dashboard

To further enhance this interactive dashboard, you could consider: The Transformer Model

undbreaking approach

1. Adding animations for transitions between tabs and when updating the Attention

Head Simulator The Transformer model, introduced in this paper, revolutionizes sequence transduction tasks by

2. Implementing a leaderboard for the quiz to add a competitive element relying entirely on self-attention mechanisms, eliminating the need for recurrence and convolutios
3. Creating an interactive visualization of the Transformer architecture where users can
& Key Innovation
click on different components to learn more. The Transformer uses multi-head self-attention mechanisms to capture global dependencies between

input and output
1. Adding sound effects for interactions to increase engagement (with an option to

mute).
Attention Mechanism Visualizer
Let me know if you'd like any further modifications or additions to make the dashboard . 2
Adjust the number of attention heads to see how it affects the model's focus on different words.

Attention Heads: e— N 4

Input Sentence:

even more interactive and enjoyable!

$ Makeitevent er, attention head simulator is not very intutive

The quick brown fox jumps over the lazy dog.

You're absolutely right. I apologize for the lack of intuitiveness in the attention head Model Output (capitalized words represent attention focus):

simulator. Let's improve it and make the entire dashboard even more engaging and THE quick brown fox JUMPS over the lazy DOG.
intuitive. I'll redesign the attention head simulator and add more interactive elements to

better illustrate the concepts.

Enhanced Transformer Paper Interactive Dashboard

I've made significant improvements to the dashboard, focusing on making it more




NMpMeHeHMe B NnoBceaHEeBHOM paboTe: MOHUTOPUHT

MOHUTOPUHT COCTOAHMA CaliTa BU3yasIbHOU MOAE/bIo - e
Puppeteer+ PGT

[5]
8 %_ —> Origin
.cloudfront.net Visual Variance: 30.92% 8
L4

Users AWS WAF Amazon
“._ CloudFront

' Part1: Visual mahitqring
—®—6

cloudfront.net-loaded https:// .cloudfront.net/index.html [ ! NG
. Canary function Synthetics " Lamda
: . added WAF
Baseline Last Updated: 03 Sep 2024 13:14  Difference Last Updated: 03 Sep 2024 14:30 : |1—| ! rules
Sample Website Sample Website : é)' Defacement emits Part 2: Verification.and defacement response automation :
1 o event

Event

z‘ Triggered when canary failed

“\.Response Function

Changes had '

' o P < ‘ L g o
been made 1 f _‘ts 0ol Trigger | E G' mv Appmvalgra"‘md ‘Communication channel: |
to your w g u &_ SNS \7’ — ) 3 ! H C

yage 'R Trigger Add AWS WAF rules ' : : :

: Amazon Amazon  Slack Notification—___ N ﬂigger K e
0L : b B I = T
ot Eventbridge . SNS_ ! @ Slack Notification Slack T

: Slack Notification 3 : P

Amazon AWS Amazon d
: GuardDuty Security Hub Route53 :
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NpuMeHeHue B noBceaHeBHOU paboTe: KOHUr

) Securing Your Website with Nginx Configuration v

HacTtpoitka 6e3onacHocTu caiTa Yepes UN ¢
aHANNU30M KOHPUrypauum n oT4éta o
6esonacHocTH

& Secure Nginx Configuration

M) i am working on security hardening of my website.
can you advice how shall i change the nginx config to make it maximum secure?

Risks Detected

listen 443 ssl http2;
listen [::]:443 ss! http2;
server_name
root /home;
index index.html;
e error_log /var/log/nginx _errorlog debug;
Critical access_log fvarflogingin/ _sccessog;
ss|_certificate fetc/letsencrypt/live -0001/fulichain.pem;
ssl_certificate_key /etc/letsencrypt/liv, -0001/privkey.pem;
include /etc/letsencrypt/options-ssi-nginx.conf;
ssl_dhparam fetc/letsencrypt/ssl-dhparams.pem;
add_header X-Frame-Options SAMEORIGIN;
add_header X-Content-Type-Options nosniff;
add_header X-XSS-Protection *I; mode=block";
location / {
try_files Suri Suri/ findex.htmk;
]
location ~* \.(jslcsslpnglipglipeglgiflico)$ {
expires 30d;
add_header Cache-Control "public, no-transform";
try_files Suri =404;
}
]
# Mopnomen

Claude 3.5 Sonnet

LLM-areHTbl cnocobHbl 06Hapy*KnBaTb ya3BMMOCTM HyneBoro gHa (https://arxiv.org/abs/2406.01637 )
SentinelOne npo cTpyKTypy ueHTpoB Ub c ncnonbzosaHnem UN: https://www.sentinelone.com/blog/the-impact-of-ai-in-accelerating-autonomous-security-

operations/

@TSINGULAR
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NpnMmeHeHVe B noBceaHEeBHOU paboTe: norun

2024 **_**T]Qe**sx* Q**x**x40*:00
¥xample.local audispd: type=5YSCALL
sg=audib (1*¥***x***x3 *kk Jxkkxtxtg) .
arch=c*****3a syscall=21 success=no
xit=—13 al=T7******x**§ z]=2 a2=8**%*
a3="7*****x*x***F§ jtems=1 ppid=1 pid=8**
auid=4********5H 131id=119 gid=125 euid=119
suid=119 fsuid=119 egid=125 sgid=125
fsgid=125 tty=(none) ses=4****x&*k**xh
comm="10 dirty io sch"”
xe="/usr/lib/er****x joxdxdx*x*x] /hin/beam.s
p" subj=unconfined

key="failed access"ARCH=x86 64
SYSCALL=access AUID="unset”
ID="rabbitmg"” GID="rabbitmg"
EUID="rabbitmg" SUID="rabbitmg"
FSUID="rabbitmg" EGID="rabbitmg"
SGID="rabbitmg" FSGID="rabbi:mqﬂ

@ﬁ"t’a@

S,

ﬁ?-'ao ="

J'.l

@kaEE
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NpnMmeHeHVe B noBceaHEeBHOU paboTe: norun

LL"

L.,

khkkkkkkkkkhhkkk) 3!
- 7

kkkkkkkkkk !
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NpnMmeHeHVe B noBceaHEeBHOU paboTe: norun

2024-**—**T]10::
xample.local
iz (715225
=c*****3g
xit=-13 al=7*:

G 3=k kdkk kKA RG

kkkkkkkk) 2!
=y

d=4***k**kk]

Quic
suid

subj=uncon:
failed ace

SYSCALL=access AxEXFExX KL FIN
rabbitmg” 3 e RS
"rabbitmg' 125",
FSUID="rabbitm 141 ez
) i | 19"

S

[

k

S
=N N
N ol

=
~ ’
Sy
none) ',
SRS LSRR LR SRS S
'

’
1ibh/****x*%x%x%x%x*%x 1
ib/ 3
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NpnMmeHeHVe B noBceaHEeBHOU paboTe: norun

ALL',

(X***xkxxhxkkkkk) : !

Ztl=tsti=tras L) 2
xample.local
sg=audit (1***:
Arch=c*****3a
xit=-13 al=7*:

G 3=k kdkk kKA RG

’

kkkkkkka!
S 7

Ax*khkkhk!

_dirty
/usr/lib/¢
subj=uncon:
"failed ac

= kkkkkkkkhk kK !

dk Kk k!
’

kkkkkkkkx T
’

ed’',




NpnMmeHeHVe B noBceaHEeBHOU paboTe: norun

2024 —**_**T](Qz:
xample.local

sg=audit (1***-
Arch=c*****3a
xit=-13 al=7*:

G 3=k kdkk kKA RG

kxkkkkxkkk) o0

: OTuéT B cny>kby SOC komnaHum "KoMmnaHua"

Tema: OT4eT 0 3apMKCMPOBAHHOM HEyAa4HOM CUCTEMHOM Bbi30Be

HacToawmmM AoKNaabiBato o0 BbIABNEHHOM MHUMAEHTE B XypHane cobbiTWiA HaWeR CUCTEMBI:

[\7)

~J
*
*
*
*

Ax*khkxhk) 2 g 2 8% . .
. N g ou 1. CyTb MHUMAeHTa: 3adUKCUPOBaH HEYAAYHDINA Bbl30B CUCTEMHON GYHKLUWK access.
lif = ST, = ; S o X ; k1 MNpouecc, NPeanonoXKUTENbHO CBA3aHHLIA C CUCTEMOR ***** He cMOr NONYYKHTb 4OCTYN
25 tty= a<: O ’
10 "11r§y a3: "TrAKKKKKKAKKGY K 3anpallvBagMomMy pecypcy.

/usr/lib/¢
subj=uncon:
key="failed ac:
SYS

Oeral

o TMpouecc BeINONHANCA OT MMEHK Nonb3oeaTena "rabbit

o MonbiTka goctyna k gainy Mnu gMpexkToprik 3aBepLIMnach Heygadqen.
o CWCTeMHbIA BbI30B acCess BepHY/ oWKOKY ¢ kogdoM-13.

BozMoxHble npuymHbl: @) HegocTaTtoyHble npaga gocTyna ANA Nonb3oBartensa
i ". b) OTcyTCTBME 3anpalunsaeMoro ¢paiina Mnu AUPEKTOpPUK. C)
MoTeHunaneHaa owmnbka B GalinoBod cucTeMe.

PekoMeHayeMble aeAcTeunA: a) NMposepuTb M NPY HeOBXOAUMOCTM CKOPPEKTUPOBATL
' npaga JocTyna ana nonb3oeatens "rabhiimg'". b) YA0CTOREPUTLCA B HANMYMM U
Fe [LOCTYMHOCTKW 3anpallvMBaemMoro pecypca. ¢) iccnefoeatb 3Ha4YeHWe Ko4a oLwmnbKku -13
' B KOHTEKCTE UCNOMNb3yeMOM onepayMoHHoR cucTemsl. d) NpoBecTH aHanW3 cBA3aHHbIX
i/ *kkkxxkK 1 NOroe ANA NOAYYeHWA AONONHUTENbHOIO KOHTEKCTA.
ar,

[anbHedwmre warv; PekoMeHayeTcA NPOBeCTU TLWATeNbHOE paccnejoBaHe
MHUMAeHTa 41A NnpeaoTepaleHun nogobHbix cutyaumnii B Byaywem. Taoke cnegyeT
paccMoTpeTb BO3MOXHOCTb OGHOBNEHWA AOKYMEHTaLMU N0 06paboTke Noao6HbIX
oWMB0K ANA OnepaTHBHOIO pearupoBaHua.

Mpowwy AaTth ykasaHusa no ganbHenwmnmM 4eicTBUAM U YBEAOMIUTb, eCNK NoTpedyeTcs
[ononHUTeNbHaA MHGopMaLmA.

C yBa)XKeHUeM,

[Bawe vMa] Cneumanuct gexypHoi cnyx6bsl SOC

@TSINGULAR




NpnMmeHeHVe B noBceaHEeBHOU paboTe: norun

OT1uéT B cny»kby SOC komnanmm "Komnauma"

Tema: OT4eT 0 3apMKCHpoBaHHOM HeyaauHOM CMCTEMHOM Bbl3oBe

1.

HacToAwmM aoknaabiBato o BbIABNEHHOM MHUMAEHTE B XKypHane coObITUA Halwel cucTeMsl:

CyTb MHUMAEHTA: 3aPUKCMPOBaH HEYNAYHbIA BbI30B CUCTEMHON YHKLMKA access.
[pouecc, NpeanonoXxMTeNbHO CBA3AHHbIA C CUCTEMOR *****, He CMOT NOMYYUTb AOCTYN

K 3anpaluMsaeMomy pecypey. QNepauroHHas GUETeMa BERHYIA KA, Qumubki (-13).
o [pouecc BbINONHANCA OT MMeHW nonbaoeatens "rabhitmg".
o [MonbiTka goctyna K panny MNKM AMPeKToprn 3aBepLUnnach Heyaaden.
o CHCTEMHbIA BbI30B access BepHyn oWMOKy ¢ kogoM -13.

BoamoxHble NpuuMHbl: a) HegoctaTouHble Nnpasa AocTyna AnA nonb3osartena
"rabbitmg". b) OtcyTcTBKME 3anpalwwmveaemoro Gaina unm GUPEKTOPUHK. C)
MoTteHunaneHas owwnbka e ¢paknosoi cucteMe.

PexomeHayemMble aeicTerA: a) MpoBepnTb M Npy HEOBXOAUMOCTU CKOPPEKTMPOBATL
npaea aocTyna Ana nonbsoeatena "rabbitmg’. b) YaocToBepuTbea B HanUuum u
[OCTYNHOCTK 3anpaluvBaeMoro pecypca. ¢) ViccnenosaTb 3HaUYeHMe Koga ownbkm -13
B KOHTEKCTE UCMOMb3YeMOor onepaLMoHHON cucTeMbl. d) NpoBecTH aHanu3 CBA3aHHbIX
NOFOB ANA NONYYEHUA AONONHUTENBHOMO KOHTEKCTA.

[OanbHeRAw e wark: PexoMeHayeTca NpoeecTy TWaTenbHoe paccneaoBaHue
WHUMAEHTa ANA NpeaoTepalleHa NofoGHbIX cuTyaumi B Byayuiem. Taoke cnenyeT
paccMoTpeTb BOZMOXKHOCTh 0GHOBNEHWA AOKYMEHTaLMU no o6paboTke NoaoGHbIX
OLUMGOK ANA ONepaTWBHOTO pearvpoBaHWa.

Mpowwy AaTb yKkazaHUA N0 AanbHENLLUM AEACTBUAM W YBE,OMWUTb, ecni noTpebyetca
AONONHUTENbHAA MHPOPMaLLMA.

C yBaXkeHueM,

[Bawe uma] CneunanncT OexypHoi cnyxbel SOC

@TSINGULAR



NpnMmeHeHVe B noBceaHEeBHOU paboTe: norun

OtuéT B cny>x6y SOC komnanum "Komnauma"

Tema
Hacr

OtuéT B cny>x6y SOC komnanum "Komnauma"

T Tewa

OtuéT B cny>x6y SOC komnanum "Komnauma"

Tema

OTuéT B cny>x6y SOC komnanum "Komnauua'

Tema

OTuéT B cnyx6y SOC komnanum "Komnauus'

Tema

H

Hacre  QTUET B cny>k6y SOC komMnaHum "Komnanua"
T Tewa

OTuér B cnyx6y SOC komnanum "Komnauua"

OTuér B cnyx6y SOC komnanum "Komnauua"

Tova
Ha OTuér B cnyx6y SOC komnanum "Komnauua"
Tova
+ OTuér B cnyx6y SOC komnanum "Komnauua"
Tova
+ OTuéT B cnyx6y SOC komnanum "Komnauus'
Mloou Tova
sonor
oysa Hacre  QTUET B cny>k6y SOC koMnaHum "Komnanua"
T B 2 T Tewa
aw onos
oysa Hacre  QTUET B cny>k6y SOC komnanum "Komnauua"
T Tewa

Hacre  QTUET B cny>k6y SOC komnanum "Komnauua"

floow T Tewa

sonor

Cysa Hecre OTUET B cny>k6y SOC komnanum "Komnawnms™
T Tewa

[Bauw
OTuér B cnyx6y SOC komnanum "Komnauua"

(GHPOBIHHOM HOYAIHHOM CHCTOMMHOM Bbi30B0

Tema: Oruer 0 326
T P

¥ LABRBHHON UHLLAREHTE 83
cucTEMOA dyrKuLAn
#4255, e caor RomyTL 20T

i (-13).

Moo
pr e
oMY PECYPC. ONARAEHHAR GUETRA RSB

cysa
Mpou, B 5
(B on)
tabbitg
cyma a
3 asepwinace
[Baw .
Mpou. BoSMOXGHWE oMY 8) HEAOCTATONAME D38 AOCTYNG AR ROy
oo . 1) Oreyrcraue sanpau
anHa OWAGKa B 0
PeomsryaHe AGRCTEMA: 3] (1ROSEPATh 1 Dt HECBHOAAMOCT CHOPDE)
aTenn "(abbiima’ b) VAOCTOBPHTeCA B HaMALMN

cysa
[Baw npasa goctyna ans nor

RocryHocT sany
noros g
Ronswerune SR ———
non: cimyaL & Byayuienm
paccwoTpars soao uoHTaLLAM 10 0Bpator
oWk A onepaTvsHoro pearn

Mpou
a0,

UUR 70 RANEHEHLLIAM AGCTEUAN H YBRZOM TS, BCTA NOTpRCYETES

cysa
Mooy pars yeas:
183U pononkumenan wsgopMas
[ s—
[Baue u] CriewanuGT ASKYPHOA omyK6H SOC
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Yemy ewne Hayuntb ceou UA

Cisco nepesoaut API-goKymeHTauuio Ha Aa3bik UA

://blogs.cisco.com/developer i-documentations-is-now-adapted-for-gen-ai-
technologies

Pa3paboTUMKM aKTUBHO UCMO/b3YIOT MU-MHCTPYMEHTbI U S3bIKOBbIE MOAENN ANS CO3AaHUSA
KoAa 1 peleHus npobnem.

Cisco DevNet npegoctasnset ccbinkn Ha OpenAPl gokymeHTaumio B popmatax JSSON/YAML.
31K cneundmKayumMm MoXKHO NPUMEHATL B NpomMmnTax uam ana RAG

TecTbl noaTBEPANIN: UCNOZIb3OBAHUE OpenAPI AOKYMEHTOB B 3aMpocax nosbillaeT TOYHOCTb
paGOTbI A3bIKOBbIX MOAEHeﬁ.

MU-cuctembl BblgatoT 60/1ee KOPPEKTHbIE MHCTPYKLUK MO Ucnonb3oBaHuto API.

00ST:

- Inventory
mmary: Read ASA device configuration
crip on: >

This is an asynchronous operation to read the latest configuration on an

ASA device in to the CDO tenant. This operation returns a link to a

transaction object that can be used to monitor the progress of the

operation.
t Id: readAsaDeviceConfiguration

: deviceUid

: path
ption: The unique identifier of the ASA device in CDO.

string
¢ uuid

escription: >
CDO Transaction object that can be used to track the progress of the
read operation

: '#/components/schemas/CdoTransaction'
f: '#/components/responses/http4@@BadRequest
ef: '#/components/responses/http401lUnauthorised’
'#/components/responses/http403Forbidden’

1: Internal server error.

: '#/components/schemas/CommonApiError'

OJ;45]10]

S,
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https://blogs.cisco.com/developer/cisco-api-documentations-is-now-adapted-for-gen-ai-technologies

MUN - areHTbl B KOMaHae

PykoBogutenb annapata CEO Anthropic - AButanb bansur:
yepes 3 roaa TPaAULMOHHAA paboTa MOXKeT nc4esHyTb n3-3a nporpecca UN.

asa AWS: M/ 3ameHUT pa3paboTunKkos Yepes 2 roga

- Co3pgaHue areHTa He A0/IKHO ObITb KAKUM-TO MPOEKTOM A1 XaKaToHa no
MHPopMaTuUKe.

- 3TO AOMKHO BbITb YEM-TO MPOCTbIM, KaK HaliM M aganTauma COTPYAHUKa.

- Mol cobupaemca NpuBHECTM YPOBEHb aBTOMATM3aLLMKN, KOTOPOTO MUP HUKOTAA He
BMAEN.

Nvidia’s CEO Jensen Huang n Salesforce CEO Marc Benioff Ha Dreamforce 2024.
https://www.youtube.com/watch?v=kfe3ajuYSdc

MMRole: dpermBOpPK AN MyIbTUMOAANbHbIX POaeBbiX areHTos UU

MetaGPT: dpenmBOPK My/IbTUATEHTHbIX CUCTEM

Quivr: dpermBopk aAna co3aaHmna MM-accucteHToB

foToBble pewweHus: ( )

MpocTbie areHTbl 419 HAUMHAKOLWMUX:
1.Pa3roBOpPHbI areHT C KOHTEKCTOM
2.AreHT AN1a OTBETOB Ha BOMPOCHI
3.AreHT ANa aHaNM3a AaHHbIX

CneuranmsMpoBaHHbIe areHTbl:

4.AreHT noaaepskku knmeHTos (LangGraph)
5.AreHT ans oueHku acce (LangGraph)

6.AreHT nnaHMpoBaHus nytewectsuii (LangGraph)

KpeaTuBHble U reHepaTUBHbIE areHTbl:
7.TeHepaTtop GIF-aHumaumin (LangGraph)
8.leHepaTop cTMX0B C 03BYy4YKoM (LangGraph)
9.AreHT-KOMNO3UTOP My3bIKkK (LangGraph)

MpoaBUHYTbIE aPXUTEKTYPbl areHTOB:

10.Pa3roBOpHbIN areHT C yNy4LWeHHOM NaMATbIO
11.Cnuctema MHOroareHTHOro CoTpyAHuYecTea
12.CamoCcOoBepLUEHCTBYHOLWMACA areHT

13.AreHT, OpUEHTUPOBAHHbIM Ha 3343a4M

14 AreHT AN1A NOUCKa B MHTEPHETE N CYMMUPOBAHUA
15.MHoroareHTHas uccnegoBaTenbckana KomaHga (Autogen)

OFTHE
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https://github.com/NirDiamant/GenAI_Agents
https://www.youtube.com/watch?v=kfe3ajUYSdc
https://github.com/yanqidai/mmrole
https://github.com/geekan/MetaGPT
https://github.com/QuivrHQ/quivr
https://github.com/QuivrHQ/quivr

O6yueHue

Anthropic
Microsoft
OpenAl
Google
AWS
Salesforce
Cisco

Lakera

OWASP

https://github.com/anthropics/courses/tree/master/prompt engineering interactive tutorial

https://github.com/microsoft/generative-ai-for-beginners

https://platform.openai.com/docs/guides/function-calling

https://services.google.com/fh/files/misc/gemini-for-google-workspace-prompting-guide-101.pdf

https://aws.amazon.com/blogs/machine-learning/prompt-engineering-technigues-and-best-practices-learn-by-doing-with-anthropics-claude-3-on-amazon-bedrock/

https://trailhead.salesforce.com/

https://blogs.cisco.com/learning/from-hello-world-to-hi-ai

KaTtanor pecypcos no 6esonacHoctu MU
https://docs.google.com/spreadsheets/d/1tv3d2M4-RO8xJYiXp5uVvrvGW{fM-40Lal18G uFZIRM/

Periodic Table of Al Security
https://owaspai.org/goto/periodictable/

OTKpbITbIM Kypc no LLM oT npakTukos
https://parlance-labs.com/education/

«BUBANA NPOMT-UHMKEHepa»: CUCTEMATUUYECKUN 0630p TEXHWUK reHepaLm TekcTa n u3obparkeHnin UM (https://arxiv.org/pdf/2406.06608)

https://www.promptingguide.ai/ru

camas 6onblan Koanekumsa RAG TexHuk: https://github.com/NirDiamant/RAG Techniques

Pa3paboTka npunoxkeHui c LLM: npaktnyeckoe BeeaeHue (https://www.gdcorner.com/blog/2024/06/12/NoBSIntroTolLLMs-1-GettingStarted.html#ollama)
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https://github.com/anthropics/courses/tree/master/prompt_engineering_interactive_tutorial
https://github.com/microsoft/generative-ai-for-beginners
https://platform.openai.com/docs/guides/function-calling
https://services.google.com/fh/files/misc/gemini-for-google-workspace-prompting-guide-101.pdf
https://aws.amazon.com/blogs/machine-learning/prompt-engineering-techniques-and-best-practices-learn-by-doing-with-anthropics-claude-3-on-amazon-bedrock/
https://trailhead.salesforce.com/
https://blogs.cisco.com/learning/from-hello-world-to-hi-ai
https://docs.google.com/spreadsheets/d/1tv3d2M4-RO8xJYiXp5uVvrvGWffM-40La18G_uFZlRM/
https://owaspai.org/goto/periodictable/
https://parlance-labs.com/education/
https://arxiv.org/pdf/2406.06608
https://www.promptingguide.ai/ru
https://github.com/NirDiamant/RAG_Techniques
https://www.gdcorner.com/blog/2024/06/12/NoBSIntroToLLMs-1-GettingStarted.html#ollama
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